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1. B L3

Somindra ROALON) 33303038 23, e300 3-ROR,TE CSANY NP3, AN a0, OFs30NT, TR TN I3,
NYBTON )TO,AOTE, AITE3 eI, BWO0eNTO IT 353003 ALRNF T, WwBNARDI BN,

B3 BT e300203 2333 a3, IT Aled0 el B0 L300 AOROD TENS LIRONNF I, 2,630,8 DI, eI,
MAICIOWINVEN AT eI CI A

o %03 B3 DI, B30 ITI;

o NYBT, NTBRLN, TWRTFFWOT eI, 3533600 30930303 TFTB;

o IT 330003 AINY BWOeNTOD e3E BB,

o 93,0200 FOSTR), DODOFTI3,T a0IY, 23, ,0003,T 93 TTING WOO;

o 0308 T3 NI, IT Aled0 e9TWIONNY De3& BB,

o D003 23THTO De3E BV &353R, (ISMS) a3, IT A0 De3E BB 23583, (ITSM) O DTOIT RIGOTS.

2. 25,

This A€3 applies to all TBRLNNE), De3ETEB, 2e3,0WV3,T A2),0H, temporary 223,08, 3,3¢03 &WFNEH and other

interested parties working for or on behalf of Somindra, and to &330d03, technology, facilities and A3 within the
approved certification scope.

AETIO 23583A,03 W50 FFNTR)NF Y, 2w FRROREI:

“Storage, Supply, Installation, Commissioning, Technical Support and Solutions of IT, Networking, Audio/Video Solutions, Power
& Energy Solutions, Imaging & Printing, Security Solutions; Storage, Supply & Installation of Telecommunication, Consumer
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Durables, Smart School Solution Software and Applications, Electronics and Electricals Consumables & Accessories, Automation
Solution, Tools & Machinery.”

The €3 applies to &edod handled through 2323% and electronic means, including organizational computers/laptops,

S TE BWTTEaNSD, email, T AONT8s, business &9 FCII T, CCTV/NVR &35e3= N0, NY®BTT a3iedod, project
a3v9d038 and related records.

3. D3 BT W3

Top Management is committed to establishing, implementing, maintaining and continually improving the ISMS and ITSM
e35e3A, in accordance with ISO/IEC 27001:2022 and ISO/IEC 20000-1:2018.

QAe3ETBTBOR provide AT, ROTWSP NS, 230230, 0N, infrastructure, competence and support required for effective
operation of these e35e3A, %Y.

Qe3EBEBONY ensure that e3i0d0d 2333 and IT A€o 93T T3NEH are considered in business decisions, MBS projects,
DOLD, RO, TeIRWOTY, technical support and other KO0 S activities.

4. 33503038 23033 DI, AZWO® L339 T3

Somindra FOA,00) 9TDTI a3, 23TONTWRAI)T, WIS, SeRy;, (30TIWA3REN NI, VJDOTI
230930300, T Re3C3.

ROA,030) adopt a ©98000-based approach to identify, assess and treat e39d03 230330 90NN arising from:
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o NTBRLNNL) DI, 3,30 TFNYY;

o ITESANY) DI, DOTFTIANOEF YYD,

o B-2NC NI, FTOE® AN,

o IJETE LDDROAOTONE;

e NMYBT DI, A3UCN a30d03;

o RO PTI0 WWOTNYY;

o 03T NI, TVOAT BOAINED;

o BPTGTLOTD aNIY, 330D BT ACINED; 203,

o 235230000 aNIY, A2 23535ODNNE.
Appropriate administrative, technical and 23233 controls A, R3¢ based on identified €98500NME) and 9T ONIMIES
93T TINSD.

5. IT R€edo a3 B0 0T, 3

Somindra FOA,03 2T 230N delivering IT-enabled products, solutions and A¢3Me in a controlled, consistent and
N3 T-foc2oATI manner.

ROA,.0NY establish AT, arrangements for:
o NMIYBT a0I), A0 Ie3TsTINT T, CITE 0BT F),e)TI);
o ASNY Bl eNI, )ITEB;
o AN, T NTESI® eNIBY, TedIRWOTT;
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o A0 LIT0IND) DI, FEISNYD;

o A0 2353 03I, VTOIT3;

o WHBOOWW 2D, TO),NCLIT® Je3c 3o53;

o TPTTWOT aDI), 33O TFE Da3e BFB;

¢ RO FOOREFNI3D oD 2FOTET;

. YBT3 FBBOD 203, Zyo,; NI,

o« ARNY DTOIT RIPTTH.
AFEDROIT 93T sTINDD, NT L3NS 203D, €93 00200703 ALeI-aEILTE WINPT L9I[MIE9e00N Afedo
FTOOREFNIODN, aNC 2TV e00B LB,

6. 330003 DI, BI0T TFTD

Somindra FOA,030) ensure that e3)ed0d is AT ly classified, handled, FOME AT, BBMOEAATS, retained and disposed of
according to its sensitivity and 35233000 €9e3TsTINGD.

B30 FT 2390303 aNIY, W3V NPy e300 30T, ISPT I )3T, WFT 953200 23TONTERIITIOTI
T3, Ae3¢3.

Employees and RO0RI 3,30 BTN 23¢3 maintain 172853 of eadod obtained during their association with
Somindra.

7. BIJT, BNy 203, 25230239,.0
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@Y. 22,0000 I, @003 I3 eIY, IT Redo 2e002I0 NP, ITE e0RTR O 93,0030 ¢3RN,
FTOOREIPIINE) aNI), ARWINT Y, DD L.

Somindra ROA,0) provide AT, induction, 23any3 and 3323€3 relating to &30d0d 23033, ®4200° 333, IT Ao
e3E T3, acceptable WFT, FHEIS &33Ring, remote working and other FOVORNI 93T TIND.

Roles and 25200230, 0N A3 D=23¢® and communicated to ensure accountability for the operation and R0 of the
ISMS and ITSM &35e3A,.

8. FEIBNP), DTN 503, 335535093 AC03TI

303038 23T3T0 PEINS) eI, IT Aave PEINY BT, 337P5e300B, &80 NI, LIRIYNPOT TS OREN
Somindra ART, e35e3R, NF Y, ORI,

ROA.0N) Maintain BT, 205TR°, eJaBI), e0TITWEEONeIT and e35e35000 DTOITI arrangements based on business
and ®a3 €9z ONNEY.

Information and critical IT €353003 RSN G A3, rem0mdATS and recovered within defined and practical
9333 3Ne) following disruption.

9. FOTR, DODOF03,T eI, 2a,0WOI,T LIVATT

Somindra ROA,ONY identify and comply with €93 00eI0M)e3:
o Legal and statutory €9e33,33N%D;
e Regulatory ©9e33,33MeD;
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o Customer e9z33sT3NY;
« Contractual obligations;
« Confidentiality obligations;
o Intellectual property 9335331, and
e Privacy and B33903-0FB 93T5TIND.
eIRIRTHBONTY,, FTOOTIOT, OISR, MHTISRCIOT BRTINDT LT, FoINTTY,, T ¢ ODLICE.

10. RV BTINTT) 53038, 3,360 FFTH

Information-23c3)3 and IT &fede e9a3FINS) WOMESA23CB while selecting, engaging and monitoring 3T FweT0,
FOrF-ACa3 providers, OEMs, contractors and other 020053 3,30 TFND.

Where €93,030e50M0e3, P53, 2333, Afes quality, ©2353, 53833 e30RINg and 2ue3 00003, T 9e3TsTINGD 3¢
incorporated into &3340 arrangements.

1. VB L3NG, TOONETaRI &0I), DTCOIT AIQTB
Somindra OA,0) establish measurable e359d08 23330 and IT A€&S objectives T, to its business, €95500DN) and
NYBTT LI3TTINGD.

Performance e3¢ 2500 a350T823¢3 through 03T, indicators, e3&E3 ), BDACOTINY), PEINY), MYBF #3380,
AL TOONEFaD3 and Da3E BB BOICD.
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Nonconformities and identified R)5eT8 opportunities e8OTOAICT through AET, ROTRAIES Fas.

Somindra AOA,O3 203 250NE3 continually improving the suitability, adequacy and effectiveness of its ISMS and ITSM
a5 A,.

12. A8 BOIEORT a0 IY, L9303

This €8 ORI periodically and whenever significant 23t3€30e3881%) occur in the organization's business,
technology, ACRNE), e9ETVONNED, TOSTR 9e3TsTINGD or interested-party 93T TINLD.

The €3 3P R3CB to WOVORI 220,08 and made available to €93 0NN interested parties as RS,

All 220,08 working for or on behalf of Somindra are expected to comply with this Q€8 and its €93 ,0zdamde3 annexures.

303500 AT DT ewé3eer® B0 RATIITY: NI @ob3eT | L9303 RLR AT e3/EBD° DR®.

03D, B3RLB® A®. TR A0
203, CISO 223, CISO & MD BT, MD
D0T: 01.08.2026 Q03T 01.08.2026 D003 01.08.2026
=% =% =do:

Bhpail Bepail o | _offehe
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930200 01
23002038 2303 e0IY, AGLT® 3T )ONTINED
eve3 §8d: FTS/ISIT/POL/0T — €9:3020083 01

Somindra ROA,00) G R e39d03 and a3iadod-processing assets against 9SRT T 3o, 200TONTERIIT,
alteration, JSa&d,,, B3B2e3034€N and destruction.

AVEMRNTOWIN VAT

1. Information &350 AT &T)3¢3ed by 9TI 220,08 having a legitimate business requirement.

2. Confidential/Mo;®33 2370308 2303030 2)30TONTERATI to unauthorized persons.

3. Company &330d03 23¢3 ROMA0ATS only on approved e35e3A NP, €9 FCII NS and RO locations.

4. Employees 239383 knowingly introduce malware, unauthorized ®og5%e3¢0° or other malicious content into company
e33R N,

5. Suspicious emails, phishing attempts, malware, €938T,3 &5)a3¢3, lost FAZSNED or suspected a0d03 leakage 3T
N OIARNDIEIA AN

6. Security updates and controls implemented by Somindra R0OA,03) not be deliberately disabled or bypassed.

7. Passwords and T3,5¢T3€9 e30d03 23¢3 remain confidential.

8. Customer e359d03 and 3003;T &3i0dod 23¢a handled only for authorized &35e3360T VT LINYD.
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9. Information-23t3)3 €9a335B3NE) WOMEIRe3CB during DOLD, MO, T, NTBEI* and TSRO of
technology solutions.

10. Personnel 23¢3 cooperate with 2333 investigations, €383¢3°N1$) and ADBEAIES Fas.

€9:3020053 02
IT 203, e390308 eSANY 2 LTOTOTE WFT

eue3 £ay: FTS/ISIT/POL/01 - €9:3520083 02

Company IT assets and a3503038 resources W¥=e3C3 responsibly, securely and primarily for authorized &35e3%00
T LIND.

A NEMRNTOWIN VAT
o Company computers, laptops, email, Google Drive, Tally and other IT resources 2¥=23¢3 only for legitimate
purposes.
o Unea®Ty38 &)e3C3 to a35e3A, e, accounts, files or §€3,3°6s QR CDROINGS.
o Users 23900 share @0Aa° 3T e M) or t3yGE¢TTed credentials.
o Unauthorized mog5%e3¢0°, €9 TCIT YY), extensions or AT AOGESNPD 2390 installed or connected.
o Company AGPINE) 23003 WF AT for activities that may create 2333, ToSR) or reputational 95 ODNYD.
o Employees 23¢3) exercise caution while opening email attachments, links or downloading files.
« Confidential a3Y0308 2303t copied to unauthorized personal KOS or shared through unauthorized channels.
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Users 23€3 lock their computers/screens when unattended.
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93020053 03
ja3CT QOO I NI, T3, GETTED )ONINED
eue3 €ax: FTS/ISIT/POL/0T — €9:3020083 03
Access to e30308 D3I, a35e3A, NP 2363 granted according to business need, role and €9:30e3,¢33.

ANEVIRNIOWIN ALY

Each 20¥3r 23¢3 0¥ an individually assigned account wherever technically feasible.
Passwords 23¢3 strong, confidential and 2503T3) shared.

Multi-factor t3,63¢F3Tea ¢3¢ enabled where supported and AR,

Access 23¢3 granted only after 8T, €903,

Privileged/administrative &3j23¢3 23¢3 restricted to RT3 A2, 00.

Access rights &303¢) R3¢ periodically and whenever an employee 20t3€50a38R%) role.
Access 23¢Z promptly modified or withdrawn when employment or 25230259, 0M%) WT0e35%.
Users 2300T3) attempt to bypass &3je3¢3 restrictions.

Default oA ST E NS WTBOONAICH) where technically €93, ,03e50m10E3.

10. Authentication a3)0d08 230330 ROME AT or communicated insecurely.

O 0 N o U A WD =
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eHVWO0R 04
e309308 S3NCETTED, TP 3 203, L3I0 TFEID OIS

eue3 €ax: FTS/ISIT/POL/0T — e9:35200¢3 04

Somindra ROA,00) G R e39d0d according to its sensitivity, business value, 2,83, 0003, obligations and privacy
93T TINSD.

e03038 &INETS)

AOEIE BT, AOTIE 26T eI0N 2IGTONEWERRAE €9V RIDTS e30303.

e3030F: LIDNTYI FOR.OD WFTMON VTS LRIV AReI0Ts 235303 2350309,

PR NYBT, RT4TLIOT, IS0, V0T, BEITORY, a3 0TIV IT CITIeI0 YIT R0ICTIVOIL 2350308,
QWEOR I TBeD,,330 &3ja33 DWEORNY 9N B5ed T3 93503 R0 350308,

A EVRNIOWIN ALY
o Information 23¢3 &3je3¢3ed only for authorized purposes.
« Personal e350d03 ¢3¢ collected, 20PATS, AOM)GATS and shared only for legitimate 35633003 SV L3NS,
« Confidential a330308 2393T3) 2230TONTE AT without €903 R,
 Information 23¢3 e3MeeOATS through approved and reasonably secure channels.
« Information 23¢3) retained only for the required period.
e Unnecessary copies 3a),,A23¢™).
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« Information 23¢3) securely disposed of when no longer required.
o Employees 23¢3 maintain 11®a353 during and after employment.

9302008 05
BRTA, TOA 203, BYOD AOHadnieh

ee3 £ay: FTS/ISIT/POL/01 — €9:35200¢3 05

Somindra permits remote working where authorized and 23¢3 apply A3, safeguards to B8 &) organizational and Ny, T3
a309d03.
BRTR, TOAT DCDEINPD
o Employees 23¢3 work from reasonably secure locations.
o Company laptops/Ao0Ne) T3 A3 against 9S[PTYS e3je3CT, theft and T3OToe8 30N,
o Screens 23¢3 locked when unattended.
« Confidential a39d03 2393t exposed to unauthorized persons in remote locations.
o Employees 23¢® 0¥ approved accounts and €9e) TSN for business work.
o Public or unsecured S&3,3°¢s 3ed,,A23¢T where reasonably possible.
o Lost or stolen FAFINED SFED 30D 23003 23C3.
BYOD QORa0ned

Personal Ma3SNe) 233Gty WA for storing or processing confidential/M9®@ 33 e300d03 unless specifically authorized.
Where BYOD is permitted:
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The RS ¢3¢ have RRT, P33 OFH.

Access ACeIRRPAICB to authorized business resources.

Company &339d038 2393T3) unnecessarily downloaded or retained.

The organization may restrict or withdraw &3je3¢3 where a 23t3)3 955003 is identified.
Business &3b0d03 31303005 23¢3 from personal RAZ3SNE) when no longer authorized.

€9 302008 06

23°P3T 203, WORT 23T DONINE)

ene3 £ay: FTS/ISIT/POL/01 — €9:30200¢3 06

Somindra ROA,00) G R its TLFCD, VIBTTINS), e3v0dod and other 2323 assets against 9IDT,3 &ya3C, theft,
damage and 3DADLO threats.

A EVRNIOWIN ALY

Access to TLFCD premises e3¢z ATy controlled.

Visitors ¢3¢z AT, ly managed.

Visitors 2393t3) provided unrestricted &3je3¢3 to sensitive areas or e300303.

Computers and other GVE3TTeNE) 23¢3 positioned to reduce unauthorized viewing or 23233 damage.
Employees 23¢3 follow clear-desk and clear-screen practices.

Company laptops and &0E3TTANE) taken outside the FeFCO B A23¢3 against Je3,, and theft.
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o CCTV/3T3 VBTN e3¢ AT ly B8 Aded.

o Fire, electrical, water, 3DRDEO3 and other 23233 €95500DNY) TONEDRLICE.

« Equipment Qe3630A23¢3) AT ly.

« Storage media and VEBTTLANSD 23¢T securely disposed of or re2d¥ AT after AT, 339,03 removal.

93020053 07
IT AC2J0 el T e0IY, ALado MILINESLS DONDNED

eve3 £ay: FTS/ISIT/POL/01 - €9:3020083 07

Somindra AOA,O3D) manage IT e355003 AN in a structured and Ny T-focedP AT manner throughout the A¢e3
lifecycle.

€200 2033 Ty

NYBTT 9a3T5T3 — ASLHBS — DD — BWRT T — AOIBS — TO)NTGLTI® — TFeRVDOMT — BRQ0IT — I003T
230200 — A2 eNITYON / AIGOTHD

AN EMRNTOWIN VAT
o Customer and A€ed0 93T T3NS e3¢ clearly understood and recorded.
« Responsibilities for A€a3 delivery A3 DR23¢.
« Installation and TR0 23¢B performed in accordance with approved €9e3333ND.
« Service requests and BEINS) oD R236BH and tracked.
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o Customer communication 23¢3 timely and ART.

o Changes affecting A¢e3Ne) 23¢ ATy assessed and authorized.

« Service ToODEFeNI aNC) 2FOT 230033236 against defined e9a3TTINS).
o Customer 388,03 and complaints o)®2363 and addressed.

« Service records el do®23e3 as evidence of delivery.

« Opportunities for improving A€z3 quality e3¢5 identified and acted upon.

9302005 08
IT 20T30E38B, TO),NBLTR® e0IY, LITINT DO

eve3 ay: FTS/ISIT/POL/01 - €9:35200¢3 08

Changes to IT &353R, NP, T NTCCTI%s, Mo, g83s and Ny T solutions 23€3 controlled to minimize 23t33 and =¢e3
(STARIOWIAL>SE

A NEMRNTOWIN AL

Changes 23¢® identified and A3, ly documented.

Changes &03¢)®23¢3 for potential e30030.8 23330 and &¢a3 impacts.
Appropriate €9:30e3/¢033 23€3 obtained before implementation.
Critical O, NBETTs o) R3ET where necessary.

Changes a30¢8 e3¢ or verified where practical.

Customer-impacting 20T3@0e3BNe) 3P AT AT y.

o Uk wn =
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7. Emergency 20T3€30a38NM%h 2363 controlled and &@30&¢e>Jed after implementation.
8. Failed 20B3@0e3mneH 23¢3 corrected or rolled back where practical.

9. Configuration records 23¢3 updated following AOORI WTCIAIBNED.

10. Unauthorized 2G3€0:38Nne) 23¢3 investigated.

€9:3020053 09

23003038 230313 eI, A g2V FWEIINY AOINT)

ene3 ay: FTS/ISIT/POL/01 — €9:35200¢3 09

All 225,08 23¢3 promptly e38& actual or suspected 330308 23T3)30 and & 4200° 23033 FEIINDD.
SVCIDTBTBNED

Phishing, suspicious emails, malware, ransomware or other malicious activities;

UneadT, 3 &3)e3T, eom*e3t8° e /credential compromise or unauthorized e35e3A, 20T3I03TBNLD;

Loss or theft of laptops, OFSINED, GVEWTTEINE) or e300,

Accidental or unauthorized 2030CONE@CAIIT, leakage or S&,, of confidential/ad;003F 2300303,

Cybere3t3;3 attacks, significant IT A€e3 disruptions or any other event that may compromise e3502038 2333 or A¢e3
©23s3.

BEING 0N

Report e3¢33Mne) immediately through the defined e3CG&Qing channel.
Do not delete or alter R0200Q 3 evidence unnecessarily.
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o Incidents e3¢ assessed and classified according to severity.

o Appropriate containment and ADWERIES Tyedd 23¢™ initiated.

o Relevant Ney&@T3Y, RT4FLIDTT or authorities 23¢F informed where required.
« Incident records a3&dome3¢w.

« Lessons learned s30Me3®23¢3 for preventing recurrence.

93020053 10
2395TR°, )W), BNTITWTBOINIT eI, 235235003 DTOZTI )OS
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Somindra ®OA,03) maintain practical arrangements to B8 & critical e359d08 and continue or restore important business
and IT e353003 =3 following disruption.

A EVRNIOWIN ALY
« Important business e350d03 23¢3 backed up using approved arrangements.
o Backup arrangements 23¢3 consider MPe353, A3 and ©23s3.
o Backup restoration &30¢3 A23¢3 periodically where practical.
o Critical IT dependencies 23¢3 identified.
e Business QB03T3 and &I, eDTITWTONIIT arrangements 23¢3 address reasonably foreseeable disruptions.
o Employees 23¢3 understand their 2230239, 0% during significant disruption.
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e Recovery priorities 23¢3 based on business and AfzJ0 93T TINYD.
e Lessons from disruptions and recovery exercises 2% =23¢3 for AIPTH.

930200 11
BT 4TLIT, TOLF* &3, 33O BT 23TYT0 DODEINED
eve3 £8d: FTS/ISIT/POL/0T — €9:30200¢3 11

Somindra ROA,0) consider e359d08 23330 and IT A0 &9e3TsT3NEH when selecting and managing &3R04 F T3,
OEMs, contractors, T2¢3*-A€e3 providers and other 3,3¢03 BFNLD.

AVNEMRNTOWIN VAT
o Relevant 3R T zFLTCT) e3P 5e30e3~ e300T323¢T according to business and 23033 €9z300.
o Security and N353 ©9e3F;TINEO ACORLICT in agreements where AT
« Supplier &3¢ to Somindra/MY®BTT a30d08 ALeDINRPPRLICZ to authorized 93T TINED.
e Cloud ACRSNE) 0FAICB in accordance with approved &35e33000 €9e3T5TINE.
« Supplier 3o0REFDI and BOWOR3I 3T issues a0C FOTTH a300T323CT.
« Supplier EJIN affecting Somindra A3NYH or e3ad08 WOBOALICH.
o Supplier 22t3e30z3BNE) that may affect RERINYD or 2333 TWOACDRICH.
o Third-party &3e3¢3 do0a8t30023¢3 when no longer required.
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Somindra AOA,O3 ensure that 220,08 possess ART, oM, and competence to perform their 2239239, 0N%D securely
and effectively.

ANEVFRNIOWIN ALY
o New 22,08 &3¢ receive AT, e350303 237330 and IT RS 23Ny 3.
o Periodic 3023¢3 23¢3) cover AO0PI AzIT° 23t33 and AleS-Je3e BB topics.
« Training attendance oD R23CT.
 Training effectiveness 370533033 2300T323¢T where AT,
« Personnel 23¢3) informed about significant €3 or procedure 23V BNE).
o Security SEIJN, e383¢3° findings, A¢e3 failures and NMBT &3538)0 BONEIRLICH for RIGOTES.
e Nonconformities @&3030A23¢T through ADEWERII Tjed.
« Relevant KPIs and objectives a3)¢¢) 25005 a3000323¢3.
o AWEBBOIN periodically BO3CO ISMS and ITSM FoOE Fad3.
e AOA.O continually improve the effectiveness of its De3E 3B a35e3A,ND.
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eHVWV0R 13
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Somindra ROAO3 establish practical 2333 €9e3T573NYD for work performed in secure areas, prevention of unauthorized
av0d03 leakage, BRT. WFTF of cryptography and 23033 €9a3FsTINED for €9 TS NYH and technology solutions. These
QAONNE) supplement the existing Physical & Environmental Security Rules, Remote Working & BYOD Rules, Information
Classification, Privacy & Data Protection Rules, Access Control & Authentication Rules, IT Change, Configuration & Release
Rules, Backup, Disaster Recovery & Business Continuity Rules, and Supplier, Cloud & Third-Party Security Rules.

A A0D0Y3/ BITE.3 FEINTS), RHTE 3 BOR

« Access to sensitive or critical areas 2€eIRRPAICD to RT3 A2),00 based on business need.

« Visitors, vendors and 3,303 e3FNE) 23903 enter controlled or restricted areas without €933e3/0€3S and AT,
supervision.

« Sensitive documents, screens, removable media and SVBTTEANE) 23033 left exposed or unattended.

« Photography, video/audio recording or 20%% of personal recording/A0M&e ARFSNSD in restricted areas 23983
permitted unless specifically authorized.

« Portable computers, AOM35 media and other AAGESNED P ATI in controlled areas 23¢3 subject to 95,0003
2333 controls.

« Doors and &53je3¢3 points to controlled areas 20003 bypassed or intentionally left unsecured.
« Unauthorized entry, Sa3,,, tampering or other 23°3%-23t3)3 concerns 23¢3) e300 3308 IaNG promptly.
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B. 339,03 X037 33

» Information 23¢® &3ja3¢3ed, copied, downloaded, &MaEAATS or shared only for authorized &35e33000 VT L3N and
in accordance with its classification.

« Confidential or restricted e3503038 239330 230TONTEATI or 3MaECAATI through unauthorized channels.

» Customer, &33 4303, commercial, technical, financial and 2.,e3,00003, e350308 ¢3¢ shared externally only with
ROT, 9J0e3/CC33 and safeguards.

« Personal email, personal T2¢s* A0OM30s, unauthorized file-sharing A3 and removable media 25003) 0¥ AT for
Somindra or MYBFT 2330303 unless specifically authorized.

« Unnecessary local copies, downloads and duplicate RONj3@&s of sensitive e3i0d08 3, 7e3C3.

« Information 23¢& securely deleted or disposed of when no longer required, subject to €9:3,030&0M0a3 retention
93T TINSD.

« Suspected &350d03 leakage, accidental 2)3oTONM@WRRIIT, s, or unauthorized 3MOE IS IFED S3CD 230T3L3C.

« Where technically feasible, available email, T2¢3%, endpoint and &3je3¢3-control 2333 features 0¥ A23¢ to reduce the
980003 of unauthorized 233TBONTWERRIT.

C. 3RRLNDOD WFT
« Cryptographic 3g 20¥A23¢3 where required by 330303 sensitivity, 985003, %e3,00003,F 9e3TsTIND,

€9:3,030200710e3 law or ACed0 9e3TsTINGD.

« Confidential or sensitive e350308 33 A23¢3 using AT, encryption or other cryptographic safeguards when 003
or transmitted, where €93 ,030e30M0e3.
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« Passwords, encryption keys, recovery codes, t3,6¢33¢a secrets and other cryptographic credentials 33, x23¢3 from
IIDTY3I eI
« Cryptographic keys and credentials 259GE3) shared insecurely or KON AT in openly &3je3¢Sible locations.
« Security and encryption e933533NY) WOME3A23CT when using T2, SaaS, OEM and other 3,303 BFE ACSNLD.
« Access to credentials and cryptographic keys 2093 to 33 &> Somindra or NYBTT a30d0d e3¢ restricted to 9T, 3
A2),00.
D. ©93) FLIT° 03D, AOE5eC0° 23T 93T TINED

» Information-23t3j3 €9e33533N%) SONEdRICB before acquiring, supplying, configuring, installing or materially changing
) FCII* N and technology solutions.

« Only approved, licensed and authorized Me%e3€0° and €9 FCIT N WFALICE on organizational AATZSME) and
e33R N,

* Third-party and OEM €96 FCII° N 3¢ assessed, as AT, for 23633, &je3¢3, support, licensing, update,
compatibility and 2,23 ,00003,F €9e3TsTINYD.

« Application &3je3¢3 23¢ restricted according to business need and assigned 25230239, 0M%0.

» Security updates, patches and To) NBES° TSNP ¢3¢ implemented or coordinated based on €9g5903, OEM
guidance and A€eJ0 93T TINYD.

« Applications and To) NTCSs &8O Ae3¢B or verified before deployment where practical, particularly where Nne,&s3
a00d03, 33 or AL 2353 may be affected.

« For ma&5,e3¢0° and solutions supplied, installed, configured or commissioned by Somindra, €9:3,030e3mded 2333
e923F5TING) WONEBRLIEB during DOED, FO,B, Fo),NTCB®, testing and handover.

3035002 T3e3B0: WEDINP addees® (CISO)
290023 ATIITY: @3/CTBR® DAC. TR (MD)




ce 1994

FORMAT. No :SM/ISIT/POL/01
R0C30623 537028 23633 s303), 8963 0 SM/ISIT/POL/

* V.2.0, R.0.0
oo SOMINDRA MARKETING Ate Jedeasese 3

EFF DATE :21.08.2026

« Security weaknesses, unauthorized mog3%,e3¢0°, unsupported €96 FCIT YD or significant €9 FCS*-23C3)3 concerns

BOBORLICH through the €93 0NN IO, FFEIS, TWRT3TLOT 0Or TICIVEIT -3 IS Process.
E. 252002390 a3, 3oNy3

« Personnel 23¢3 comply with these AODEDNEH and B3 R> Somindra and NYTBTT 2330303, &35e3R, NP, AOESNS) and
other assets.

« The CISO and Q&3e®BEBONI ensure 23aMy3 of these 93T FINME) through the existing ISMS/ITSM 3323€3 and 2307, 3
programme.

« Violations or repeated non-compliance &30300A23¢3) through the €9:3,030e30M0ed 3¢33, disciplinary, corrective-action
or 2a&3,, 003, T process.

D3 2303 €353,63
e553,3, KOs, | =00 "oy | 00N 008 DERBHBAY FOTIOS
DV0TF
01 00 01.08.2026 SRTI® DTN
RT3 TOR, B30T ASCOT 3B, Fa3R.LMc aI), CIR) FCI®/Aoes,e3C0°
02 00 21.08.2026 BT3T0 BITVTsTINT ), DBEDAO) Stage 1 AOCs SOIT 9302083 13 €930,
BOFANRINT.
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